
PROVENANCE / DATASHEET

B R E A KWAT E R  A S O C  /  AG E N T I C  A I  S E C U R I TY O P E R AT I O N S  C E N T E R

Turn software findings
into defensible decisions.
Breakwater Provenance brings software and cryptographic evidence into the Agentic AI
SOC. Combine source validation with in-product AI assistance so security and
engineering can understand a finding, examine its basis and agree the next step.

Provenance / SBOM and CBOM evidence from a demonstration project.

Locate the evidence

Find the exact source, revision and
related records.

Challenge the finding

Review source replay,
corroboration and missing context.

Prepare the handoff

Give engineering a decision, an
owner and a verification question.

Make the finding explainable and the checks inspectable.
AI helps clarify cited code and identify unanswered questions. Source replay, independent checks
and recorded human review establish what was examined. Keep the explanation and the validation
record together.

Software and cryptographic inventories describe source evidence. A package declaration or replay match does not establish runtime

reachability or a successful exploit.
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PROVENANCE / DATASHEET

P ROV E N A N C E  /  A I  A S S I S TA N C E  W I T H  A  R E V I E WA B L E  B A S I S

Explain the finding.
Show what has been checked.
Use AI assistance to ask a better follow-up. Keep the source, validation results and human
decision attached to the engineering task.

PROVENANCE / CHECKS YOU CAN INSPECT

1V

Detector
Inspect the finding

2V

Source replay
Match the saved source

3V

Corroboration
Inspect independent checks

4V

Human review
Record the decision

In-product AI assistance Explain cited code / Identify missing context / Prepare a follow-up

AI supports the review. The record shows which checks ran and what the reviewer decided.

01 Built-in AI / Work from the cited source
Use a configured model helper to explain cited code and identify missing context. Review the references and
authorize source handling for the selected provider.

02 SBOM & CBOM / Connect inventory to a decision
Inspect direct and transitive dependencies, cryptographic uses and source locations. Identify protocol roles,
affected consumers and compatibility questions before proposing an upgrade or PQC migration.

03 Engineering handoff / Make the next step actionable
Record the disposition and owner. Review the proposed change, side effects, verification and recovery.
Approval records a decision; implementation follows the team’s delivery process.

Evaluate one repository and a known finding set.
Ask a second reviewer to reproduce the source check, assess AI assistance and explain the decision.

Explore Provenance Request a demo

Review stages are not breach probabilities. Confirm provider configuration, language coverage and available checks for the selected edition.
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